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Righting Cyber Wrongs – Constructive Appraisal

Raphael Cohen-Almagor

The Internet had burst into our lives in the early 1990s and changed them forever. We cannot imagine conducting our affairs today without the Internet. It is influencing the ways we communicate with people and receive information, conduct research, shop, leisure, spend time. The Internet contains the best products of humanity, the fruits of our imagination, the ideas that bring progress.
Unfortunately, however, the Internet contains also the worse products of humanity. Given that the Internet is a baby product in historical terms, we are in the early learning stage as to how we should address the challenges. Professor Lipton tackles in her paper protections for individuals’ reputations online, arguing for a multi-modal approach to redressing online abuses. Specifically, she considers the harms of cyberstalking, cyber harassment and cyberbullying. She offers valuable mechanisms – legal and extra-legal – for protecting Netusers.

Specific points:

p. 5: No definition of cyber harassment is offered.

p. 6: Lipton writes: “Laws targeted at real world activities often do not translate well to cyberspace.” There is a need to explain why. Principally, the mode of communication should not make a difference. Later on, Lipton explains that (1) the abuser may be across the state, across the country or across the globe from the victim. Also, the global reach of the Internet leads to jurisdictional problems in enforcing laws against cyberstalkers both in terms of law enforcement and in terms of gathering evidence from multiple jurisdictions. Second (2), Lipton argues that there is a sinister element inherent in the secrecy of the location of the cyberstalker. Lastly (3), the anonymity provided by the Internet may increase the volume of abusive conduct online because it may encourage individuals who would not engage in such conduct offline to do so in the anonymous virtual forum provided by the Internet.  

These are concrete problems that deserve attention. As for the first problem, the Internet is a global phenomenon; therefore the international problems it poses deserve international cooperation. Without such cooperation, attempts at redress may prove to be futile. The international community has a responsibility to unite in order to combat anti-social activities. On some global issues there is a need for international cooperation to respond to global concerns. Indeed, the international community has legal, social and moral responsibilities. More and more countries understand the need to cooperate in order to tackle Net abuse. There is more awareness of the threats and of the needs in order to provide social security. As the Internet is an international medium, countries realize the urgency for transnational coordination. At present, given the magnitude of anti-social and violent phenomena on the Net, lack of such coordination is simply irresponsible. 
The Universal Declaration of Human Rights (1948) declares (Article 1): “All human beings are born free and equal in dignity and rights. They are endowed with reason and conscience and should act towards one another in a spirit of brotherhood.” It further accentuates (Article 2): “Everyone is entitled to all the rights and freedoms set forth in this Declaration, without distinction of any kind, such as race, colour, sex, language, religion, political or other opinion, national or social origin, property, birth or other status. Furthermore, no distinction shall be made on the basis of the political, jurisdictional or international status of the country or territory to which a person belongs, whether it be independent, trust, non-self-governing or under any other limitation of sovereignty.”

In Europe, there are several important documents that should be observed. The European Convention for the Protection of Human Rights and Fundamental Freedoms (1950) holds (Article 10): “The exercise of these freedoms … may be subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interests of … public safety, for the prevention of disorder or crime, for the protection of health or morals, for the protection of the reputation or rights of others….”
 

Some European countries are working together to combat cyber crime. The First Additional Protocol to the Council of Europe’s Convention on Cybercrime (2003) stresses that “all human beings are born free and equal in dignity and rights.”
 The implementation and enforcement of this Protocol depends on resources assigned to this cause by the respective governments.

As for the second problem, the sinister element inherent in the secrecy of the location of the cyberstalker. This problem is not specific to the Internet. It exists in any form of cyberstalking. There is nothing in the Internet platform that makes the problem beyond the reach of the law. The Internet might compound the problem but the mode of communication should not make a difference in the legal-enforcement determination to fight against the phenomenon.

As for the third problem, the anonymity provided by the Internet that might lead to an increase in the volume of abusive conduct online. Lipton assumes that cyberstalkers and others who involve themselves in cyber-wrongs are all technologically astute while this might not be always the case. The Internet offers perceived anonymity and the less sophisticated criminals might fall into familiar traps and disclose their identity. Lipton is certainly correct that technologically sophisticated criminals pose a formidable challenge.
The majority of Lipton’s paper is in the realm of law. I’d like to propose further avenues for action to redress cyber-wrongs. 

Education –- I concur with Lipton that education is most important. I propose activity at primary and high schools alerting about cyberstalking, cyber harassment and cyberbullying, what are the dangers, why they are harmful, who is targeted, the connection between freedom of expression and tangible, concrete harms that might result from cyber wrongs. Countries and NGOs should offer education and counteraction strategies for young people and the wide range of community-based professionals who work and interact with youth, including parents, law enforcement officials, educators, and community/business leaders. For instance, Family Online Safety Institute focuses on making the online safer for kids through the promotion of best practices, tools and education.

ISPS’ responsibility – ISPs and web-hosting companies should develop standards for responsible and acceptable practices for Net users. IPSs’ terms of service usually grant ISPs with the unilateral right and ability to block service to those who violate the terms. ISPs are reluctant to do this as they wish to maintain business. They are for profit. However, there were instances in which ISPs denied service, commonly due to violation of copyrights. For instance, if someone complains about copyright violation, the ISP will take the material off the server. ISPs are inclined to abide by such requests.

ISPs proactive steps –- Anti-cyber wrong speech advocates should explain to ISPs managers the nature of the contested speech,s its potential harms, and why corporate responsibility to the community means taking the content off their servers. This may lead to ISPs taking proactive steps to prevent the presence of cyberstalking, cyber harassment and cyberbullying. That means, not only taking action after being alerted but taking active steps to block and forestall such cyber wrongs. Whatever responsible steps that corporations take to promote Net security, it is imperative that these steps should be transparent, clear, known and reasoned to the public. 

In January 2008, MySpace and American Attorneys General in the Multi-State Working Group on Social Networking representing 49 states and the District of Columbia unveiled a Joint Statement on Key Principles of Social Networking Sites Safety designed for industry-wide adoption.  This common set of Principles relates to online safety tools, technology, education and law-enforcement cooperation. The Joint Statement recognizes that an ongoing industry effort is required to keep up with the latest technological developments and to find additional ways to protect teens.  The Attorneys General called on other social networking sites and Internet providers with community features to adopt the Principles and bring their sites up to par with MySpace in terms of safety. The Principles of Social Networking fall into four categories:

· Site Design and Functionality.  The Principles incorporate various safety initiatives.  Examples of safety features MySpace has in place include reviewing every image and video uploaded to the site, reviewing the content of Groups, making the profiles of 14 and 15 year-old users automatically private and protecting them from being contacted by adults that they do not already know in the physical world, and deleting registered sex offenders from MySpace. MySpace is said strive to implement further improvements, including defaulting 16 and 17 year-old users’ profiles to private and strengthening the technology that enforces the site’s minimum age of 14.

· Education and Tools for Parents, Educators and Children.  The Principles acknowledge that MySpace has already been devoting meaningful resources to Internet safety education including a new online safety public service announcement targeted at parents and free parental software that is under development.  MySpace is said to explore the establishment of a children’s email registry that will empower parents to prevent their children from having access to MySpace or any other social networking site. In addition, under the Principles MySpace increases its communications with consumers who report a complaint about inappropriate content or activity on the site.

· Law Enforcement Cooperation.  The Attorneys General view MySpace’s cooperation with law enforcement, which includes a 24-hour hotline, to be a model for the industry.  The parties continue to work together to enhance the ability of law enforcement officials to investigate and prosecute Internet crimes.

· Online Safety Task Force.  As part of the Principles, MySpace organized, with the support of the Attorneys General, an industry-wide Internet Safety Technical Task Force to develop online safety tools, including a review of identity authentication tools. While existing age verification and identity products are not an effective safety tool for social networking sites, the Task Force explored all new technologies that can help make users safe and secure including age verification. The Task Force included Internet businesses, identity authentication experts, non-profit organizations, academics and technology companies. The Task Force submitted its Final Report to the Attorneys General in December 2008.

Like ISPs, connectivity providers that supply ISPs and Domain Name Registrars should insist as a condition for the provision of their service, that it won’t be used for the promotion of cyber wrongs.

Another idea is to ask ISPs and hosting companies to provide a uniform channel for user complaints. Such a channel (which could be as simple as a link to the CyberTipline) could easily be placed on the complaints or customer service page of the service provider.
 
Labeling, naming and shaming –- ISPs and Web-hosting services that refuse to cooperate and continue to provide platform for cyber wrongs may be named and shamed. In England, the culture minister, Barbara Follett, and her Tory shadow, Ed Vaizey, have backed the idea that web providers must be embarrassed into dealing with violent, sexually explicit web content.
 Thus, Internet forums that are used for the purpose of cyber wrongs should be tagged as having dubious reputation. In p. 26, Lipton mentions Juicy Campus. It should be noted that that notorious site was closed down. Its operators claimed that the closure was not due to pending libel suits. It is worthwhile researching the reasons behind the closure decision.
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