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Net Responsibility in Democracies – Lecture Points
Raphael Cohen-Almagor

Introduction

1. The Internet burst into our lives in the early 1990s without much preparation or planning, and changed them forever. The Internet has produced major leaps forward in human productivity and has changed the way people work, study and interact with each other. 
2. The Internet has no central management or coordination, and the routing computers do not retain copies of the packets they handle. The Internet's design and raison d'être are complete freedom, but soon enough people began to exploit the Net's massive potential to enhance partisan interests, some of which are harmful and anti-social. 

3. Generally speaking, the Internet is perceived as a free highway, and the way to combat problematic speech is said to be by more speech. 
4. Most of Internet users act within the law. The prevailing argument is that we cannot punish the majority of users because of the small numbers who exploit the Internet. 
5. The object of this Essay is to discuss moral and social responsibility of people who utilize the Internet for their own purposes. This is a neglected issue in the literature. 
6. Section II introduces the underpinning concepts of this essay, moral and social responsibility. Section III discusses the responsibility of people who are using the Internet, Net agents. Section IV addresses the question of whether there are any moral and social responsibilities on part of Internet providers and web-hosting companies. Section V focuses on readers’ responsibility. Do readers of websites have any moral and social responsibility to warn against potentially harmful uses of the Net which might be translated into real, practical harms? Section VI is about state responsibility. Finally, section VII reflects on the responsibility of the international community. 
7. The hypotheses advanced in this paper and the conclusions reached are limited to democracies. Non-democratic societies, based on authoritative conceptions and principles, deserve a separate analysis. 

Moral and Social Responsibility

8. Legal, moral and social responsibility. 

9. Aristotle was the first to construct a theory of moral responsibility. In discussing human virtues and their corresponding vices, Nicomachean Ethics III.1-5 explores their underpinnings. He states that it is sometimes appropriate to respond to an agent with praise or blame on the basis of her actions and/or dispositional traits of character. Of course, if one is acting out of coercion one cannot be held responsible for one’s deeds. One is responsible when one is informed, aware of what one does (1110B15-25). 
10. Thus, by moral responsibility it is meant that autonomous agents have the understanding of the options before them, have access to evidence required for making judgments about the benefits and hazards of each option, and able to weigh the relative value of the consequences of their choice.

11. William J. FitzPatrick further explains that all cases of moral responsibility for bad actions must involve a strong form of akrasia, i.e. acting against one’s better judgment. If an agent does something bad, either she does so in full knowledge that she should not be doing it, which is clear-eyed akrasia, or she is acting from ignorance. Ignorance, whether circumstantial or normative, is culpable if the agent could reasonably have been expected to take measures that would have corrected or avoided it, given her capabilities and the opportunities provided by the social context, but failed to do so either due to akrasia or due to vices such as overconfidence, arrogance, dismissiveness, laziness, dogmatism, incuriosity, self-indulgence and contempt.
12. The accompanying concept of social responsibility refers to the responsibility of individuals, groups, corporations and governments to society. People are not islands to themselves. The responsibilities are positive and negative. We have a responsibility to better our society, and a responsibility to refrain from acting in a way that knowingly might harm our community. 

13. In the Internet age, an interesting phenomenon emerged that confuses the concept of moral and social responsibility. In the offline, real world, people know that they are responsible for the consequences of their conduct, speech as well as action. In the online, cyber world, we witness responsibility shake-off. You can assume your dream identity and then anything goes. The Internet has a dis-inhibition effect. 
14. I focus on these types of moral and social responsibilities: of the person who posts on the Net; of Internet service providers and hosts; of readers'; of the state; of the international community.

Agent's Responsibility
15. An agent is morally responsible insofar as she has the capacity to choose ends freely and act in accordance with such choices. An agent would be held responsible for speech that directly led to harm. The issue is more complicated when it is impossible to prove direct link between the Net posting and the real harm. 
16. JuicyCampus.com 
17. On the Web we find extensive discussions on suicide pills and "exit bags" (do-it-yourself suicide kit). Such a behavior constitutes a clear-eyed akrasia.
18. In November 2008 a federal statute designed to combat computer crimes (Computer Fraud and Abuse Act) was used for the first time to prosecute what were essentially abuses of a user agreement on a social networking site. Previously this statute was used to address hacking. 
19. The Meier suicide
20. Cyberbullying
21. Net users, when acting collectively, have power. They are able to change companies’ policies and conduct. Agents’ collective action, driven by moral and social responsibility considerations, may affect business to better their Net conduct in fear of revenue losses.
Responsibility of Internet Service Providers (ISPs) and Web Hosting Services
22. An Internet Service Provider (ISP) is a company or other organization that provides gateway to the Internet, usually for a fee, enabling users to establish contact with the public network. An Internet hosting service is a service that runs various Internet servers. 

23. Those who object the idea of holding ISPs responsible for content on their servers argue that the Internet is like a telephone carrier. 

24. But the Internet is different from the phone in some critical technological, organizational and geographical ways that make the comparison unconvincing. 
25. Better analogies than the Internet and a phone carrier are those between the Internet and a large first and second hand bookstore, or between the Internet and a large library. 
26. ISPs and web-hosting rules and regulations 

27. Should ISPs and host companies be proactive?

28. Rowdiness

29. Restricted areas.

30. VampireFreaks.com 

31. It is possible to monitor traffic on large websites. It is a question of will and of priorities in allocating resources for monitoring. 

32. Child pornography 

33. Suicide

34. Certainly, ISPs should be attentive when they receive complaints and warnings. 
35. Both MySpace and Facebook, as well as many other online social communities, have drastically changed their policies to deal with security concerns. 
35. Hate

36. Business aspects

Readers’ Responsibility

37. The Kimveer Gill saga

38. Suicide
39. Internet hotlines

40. State Responsibility

41. Child pornography

42. Suicide

43. Terror and crime

44. Hate and racism

45. Hate commercialization: The Yahoo! saga 

46. Business aspects

47. International Responsibility

48. Child pornography

49. Hate and racism 

50. Terror
51. Conclusion
