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PRESS RELEASE 

INTERNET ACTIVITY MUST BE MONITORED TO HELP PREVENT MURDER AND CHILD PORNOGRAPHY, SAYS ACADEMIC
Potentially criminal Internet sites must be monitored in order to prevent terror, child pornography and violent crimes according to Professor Raphael Cohen-Almagor at the University of Hull.
In his recent essay Bloody Wednesday in Dawson College – The Story of Kimveer Gill, or Why Should We Monitor Certain Websites to Prevent Murder published in Studies in Ethics, Law and Technology (Berkeley), Cohen-Almagor states that: “the web is replete with detailed, accurate manuals designed to ‘teach’ the average person how to commit crimes, assemble weapons and explosives, and commit suicide.”
The Professor of Politics fears that, in the absence of clearly defined boundaries to free expression, anarchy might encroach on both the virtual and the real world. He suggests that dangerous Internet spaces and anti-social websites which provide support for potential criminals need to be monitored to detect and forestall violent actions.

Cohen-Almagor discerns a new phenomenon: people who are about to embark on rampant shooting sprees and vent their hostilities and murderous intentions online.  Kimveer Gill, who went on a killing spree at Montreal’s Dawson College in 2006, was an avid user of vampirefreaks.com; his screen name was Fatality666 and his favourite video game was Super Columbine Massacres - where the player embarks on a cartoon slaughter, walking through a high school shooting students and teachers. On his virtual tombstone Gill wrote "Kimveer – Lived fast. Died young. Left a mangled corpse.”
Similarly, Matthew Murray killed four people at two religious sites in Colorado before taking his own life in December 2007. He posted several items on the web, including a warning: “I’m coming for everyone soon, and I will be armed.”  Pekka-Eric Auvinen also went on a shooting spree in a Finnish school in November 2007 killing the principal, the school nurse and six pupils before killing himself.  He had posted a video on the internet named ‘Just Testing My Gun’ one day before the attack.
Cohen-Almagor interviewed top FBI officials and American web authorities.  One web researcher who monitored Yahoo! said that programmers who specialise in social networking sites could devise software to look for such violent warnings. This expert actually did this for Yahoo! in its struggle against child pornography.
Mark Rotenberg, President of the Electronic Privacy Information Center in the USA, says: “The capability to monitor the internet is greater than what most people assume.  It is a question of will, not ability.”

In the United States, the intelligence services monitor people suspected of criminal activity. They do not admit to monitoring sites. Professor Cohen-Almagor insists that standard monitoring practices need to be introduced across the globe.
The issue of monitoring undoubtedly has implications for free speech and privacy, but Professor Cohen-Almagor says: “There is no need to monitor the entire internet, only those sites on which people may provide warnings of their aims to kill others.” He goes on to assert that “the need to protect the lives of innocent people cannot be dismissed or ignored.”
Although awareness of online child pornography is already on the rise among interested parties such as governments, business sectors and law enforcement bodies, this is not the case with regard to murderers who use the internet to publish their malicious plans.
In his inaugural lecture today, Professor Cohen-Almagor will explain how members of Al-Quaeda communicate on password-protected websites and how paedophiles access child pornography without being traced.  He will make further recommendations, explore potential remedies from education, ISPs’ responsibilities and international collaboration between governments, and conclude by suggesting a new platform, which he terms CleaNet, that will filter criminal and violent material.
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Notes to Editors

About the research

This is the first time that all four phenomena: terror, child pornography, hate and violent crimes have been researched in connection with the internet.

The research is interdisciplinary, combining the areas of ethics, law, politics and new media.

The essay and lecture are mainly focussed on the US, but Prof. Raphael Cohen-Almagor has also carried out research in the UK, Canada and Israel.

About Raphael Cohen – Almagor
Raphael Cohen-Almagor received his D. Phil. in political theory from Oxford University (1991). In 1992-1995 he lectured at the Hebrew University Law Faculty. He has served in various organizations, including as Co-Founder and Chairperson of "The Second Generation to the Holocaust and Heroism Remembrance" Organization in Israel (1985-1987); Founder and Director of the Medical Ethics Think-tank at the Van Leer Jerusalem Institute (1995-1998); member of the Israel Press Council (1997-2000), Chairperson of Library and Information Studies (2000-2003) and Founder and Director of the Center for Democratic Studies, both at the University of Haifa (2003-2007). Cohen-Almagor was Fulbright Visiting Professor at UCLA School of Law and Dept. of Communication (1999-2000), Visiting Professor at Johns Hopkins University (2003-2004), and Fellow at the Woodrow Wilson International Center for Scholars (2007-2008). Presently he is Chair in Politics and (Acting) Deputy Dean for Research in the Faculty of Arts and Social Sciences. To date, he has published fifteen books, including two poetry books.
About the University of Hull

The University of Hull is one of the world’s top 500 universities and is well known for the discovery of liquid crystals, for which the Department of Chemistry received the Queen’s Award for evolutionary biology.  Philip Larkin, one of the greatest English poets of the twentieth century, was the University’s librarian for 30 years and he wrote some of his most celebrated works at the University.  Famous alumni include: Lord Dearing, Roger McGough CBE, John McCarthy and Anthony Minghella.
